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Al-driven Cyber Threats

Foreword

IVA is spearheading the Swedish Futures initiative to formulate

a vision for Sweden as a leader in technology and innovation by
2035. Since autumn 2025, Swedish Futures has brought togeth-
er stakeholders from academia, industry and the public sector
to identify opportunities, challenges and strategic directions for
competitiveness, sustainable development and security. Among
other things, the initiative convenes working groups that quickly
and systematically analyse challenges and opportunities in dif-
ferent technology areas and produce highly focused reports.
These reports provide an overview of the status quo and outlook
for the field under examination as well as present concrete pro-
posals for action. They also serve as an important foundation for

shaping an overarching vision for Sweden by 2035.

Artificial intelligence is rapidly changing the conditions for cy-
bersecurity: capabilities that once required rare specialist ex-
pertise are becoming cheaper, faster and more widely available
to attackers and defenders alike. The overarching question the
group set out to answer is: What should we in Sweden do in the
next twelve months to reduce the most likely and most serious

cyber threats given what we see of accelerated use of Al?

This interim report is deliberately short and high-level. It con-

veys one view of the problem and a small number of priority
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directions that are relevant to society as a whole. The intention
is to continue the work with a more in-depth follow-up report.
The report has been prepared in close dialogue with the Na-
tional Cyber Security Centre Sweden (NCSC-SE) and Al Swe-

den's project on national mitigation of Al-driven cyber threats.

As is the case with all IVA projects, all participants contribute

in their personal capacity and not as representatives of the
organisations for which they work. The report's analyses and
recommendations are based on the experience and knowl-
edge the contributors brought to the table, and the discussions
these inputs engendered. The working group endorses the re-
port, although this does not mean that all members necessarily

endorse every formulation in detail.

The working group on Al-driven cyber threats convened from

May to June 2026.

Working group

Pontus Johnson (Chair), KTH, IVA Fellow
Anne-Marie Eklund Lowinder, Amelsec, IVA Fellow
Erik Ekudden, Ericsson, IVA Fellow
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Al-driven Cyber Threats

Executive Summary

Artificial Intelligence (Al) is changing the tempo of cyber-
security. The central challenge is to shorten the time be-
tween understanding a risk and acting on it. This interim
report concludes that Al increases the speed and scale at
which many cyber weaknesses can be found and exploited.
It is not that Al replaces cyber threats, but that it increases
their reach, pace and practical impact, while also requiring
organisations to secure the Al systems they put into use.
Advanced Al models can support coding, troubleshooting,
analysis, and technical reasoning. When given access to
tools and data, they become practical aids for long chains

of malicious cyber activity.

This changes the risk picture for us in Sweden. Many organi-
sations lack a clear picture of their digital environment and
do not have sufficiently robust routines for managing ac-
cess control, keeping systems updated, reducing unneces-
sary exposure, and detecting incidents in time. Al increases
the risk related to these weaknesses because Al helps at-
tackers find and exploit them at a higher pace than before.
Cost and knowledge barriers for attackers are falling, while
powerful models and reusable tools are spreading to a wid-

er range of actors.
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Executive Summary

The working group assesses that the next twelve months
should be understood as a race between offensive and de-
fensive adoption. Attackers can use Al to work faster, scale at-
tempts, and adapt their methods. Defenders can use the same
technology for code review, vulnerability prioritisation, monitor-
ing, analysis, incident response, and training. The key question
is whether we in Sweden can make Al raise the productivity of
defenders faster than it raises the capability of attackers. For
boards, executive teams and public-sector leaders, this points
to three immediate priorities: know which services and de-
pendencies must continue to work, shorten the time from risk
awareness to action, and introduce Al into cyber defence un-

der clear governance.

The response must be coherent. Al increases the speed of the
attack cycle. That forces a corresponding increase in the speed
of defence. Speed is a central part of the story, but it is not the
whole story. The ability to act at speed depends on sound gov-
ernance, clear priorities, and capacity to proactively anticipate
risks before they become incidents. Al changes the pace of
cybersecurity, broadens the attack surface, and places new de-
mands on how Al systems are governed and secured. The ba-

sic cybersecurity work that every organisation needs to have in
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Executive Summary

place must therefore be carried out with much greater consist-
ency, discipline, and agility. Governance must become more
risk-based and able to operate at a tempo never seen before to
support timely decisions in a fast-moving environment. This re-
quires clear responsibility for critical services, Al-supported de-
cisions, supplier dependencies, and the authority to act during
incidents. Collaboration and information sharing must happen
much faster and become more operational, and more trusted.
Finally, just doing the same work faster will not be enough. Al
must be integrated into cybersecurity operations. This should
be done in a controlled and responsible way: tested before use,
governed in practice, and applied where it strengthens de-

fence without creating new unmanaged risks.
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Al-driven Cyber Threats

A New Reality - Why the Issue Is Urgent

Digitalisation has already made critical services dependent on
software, data, networks, and complex supply chains. In Swe-
den, this dependency is visible in everyday digital infrastruc-
ture such as BankID and payment services, in municipalities,
healthcare and connected industrial environments, and in re-
liance on international cloud, software and Al providers. IVA's
earlier report “Cybersecurity for increased competitiveness”
emphasised that Sweden's high level of digitalisation creates
both opportunity and vulnerability, and further that cyberse-
curity is linked to competitiveness and resilience (IVA, 2022).
This remains the basis for the future. Al adds a new layer to this
dependency. It makes existing cyber risks more likely to turn
into operational threats by increasing the speed, scale, and
reach with which weaknesses can be found and exploited. Two
complementary needs should therefore be addressed togeth-
er from the start: protecting against Al-powered cyber threats
and securing the Al systems that organisations use — whether

for cybersecurity or for other purposes.

This development is not driven by one single breakthrough.
It is the combined effect of several reinforcing changes. Al
models are over time made more capable. The tools using the

models have improved. Knowledge about how to use models

12
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A New Reality - Why the Issue Is Urgent

is spreading. The result is that more actors can perform more
tasks, more quickly, and with less expert support than before.

This is true both for the attackers and defenders.

Al should be treated primarily as a productivity technology,
not as an independent actor. This does not mean that auto-
mated or agent-like Al systems should be underestimated.

It means that responsibility remains with the people and or-
ganisations that design, deploy, and depend on these Al
systems. Many of the most important risks are still rooted in
weak security baselines, unclear responsibilities, and poor un-
derstanding of supply chain dependencies. An organisation
that cannot identify its exposed systems, that does not know
which suppliers support critical functions or that lacks work-
ing incident-response routines, will not become secure by
focusing on the choice of the Al tool. Fundamental cyberse-
curity basics such as segmentation, monitoring, patching, ac-
cess control, and accountability, remain more important than

the brand of a model.

The UK National Cyber Security Centre assesses that Al is al-
ready making parts of cyber intrusion more effective and effi-

cient and that, up to 2027, it is likely to increase the volume and

13
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A New Reality - Why the Issue Is Urgent

impact of intrusions mainly by enhancing existing methods
rather than creating wholly new ones (UK NCSC, 2025). This is
consistent with the working group's view. Vulnerabilities can be
found more quickly, many attacks require less expert know!-
edge, and repetitive tasks such as reconnaissance and social

engineering can be scaled up at low cost.

At the same time, Al is not perfect. It will generate failed at-
tempts, noisy probing, and inaccurate outputs. Defenders will
need to decide how to respond to a higher volume of both
meaningful and low-quality activity. The practical pressure is
still clear. If vulnerability detection and exploitation move faster,
the time between exposure, discovery and attack becomes
shorter. Organisations with strong control over assets, identi-
ties, patching, dependencies, and security processes will re-
main far more resilient than organisations without such control.
But even strong organisations will need to shorten decision cy-
cles, test new defence methods (for example by use of Al) and

treat Al systems themselves as part of the attack surface.

14
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Al-driven Cyber Threats

The Next Twelve Months

The next year is likely to bring further increase in Al-powered
cyber capability. Stronger models, better tools, and more capa-
ble Al agents will make it easier to analyse systems, learn un-
familiar tools, troubleshoot problems, and automate repetitive
work. The UK NCSC and the UK Al Security Institute argue that
defenders should assume that at least some attackers already
have access to capable Al tools, while also stressing that de-
fenders can use the same capabilities to gain an advantage
(UK NCSC and UK AlSI, 2026). The most advanced capabilities
may initially be concentrated among states and other well-re-
sourced actors, but the trend still matters for all organisations

as tools become easier to use and adapt.

Vulnerabilities and weak security practices will therefore be-
come more conseguential. Weak passwords, misconfigured
systems, old software, and poor logging are not new prob-
lems. What changes is the speed and cost with which they
can be found and exploited. Al can make the long tail of or-
dinary weaknesses more visible and usable to attackers. Al-
assisted software development may also add risk if functional
code is produced and deployed faster than organisations can
review, test, and maintain it securely (Al Sweden, 2026). It may

also make more tailored attacks affordable, especially where

16
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The Next Twelve Months

the target is valuable. Financially motivated actors will often
continue to choose easier targets, but actors seeking disrup-
tion or strategic effect may also direct Al-supported efforts

against more hardened environments.

Al systems and Al-supported workflows will themselves be-
come more attractive targets. The issue is not only whether a
model can produce harmful technical advice. It is also what an
Al system is allowed to do inside an organisation, what data it
can access, and what actions it can trigger. Tricking Al systems
is often not difficult. An attacker may try to make an Al assistant
reveal information, follow hidden instructions, make an inap-
propriate decision or misuse a business process. We should
assume that organisations will face various forms of manipula-
tion that are difficult to predict in advance. NIST's work on ad-
versarial machine learning underlines that Al security must be
managed across the life cycle of Al systems, not added as an

afterthought (NIST, 2025).

While general access to Al continues to broaden, a further con-
cern over the next twelve months is reliable access to the spe-
cific models, services and tools that organisations may come

to depend on. As Al becomes more useful for cyber defence,

17
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The Next Twelve Months

access to capable Al systems will itself become part of the
question of resilience. This is a practical operational issue: or-
ganisations should avoid building critical defensive capabilities
around services that they cannot control, replace or continue
without. The same applies regardless of whether the service or
supplier is domestic, European, or global. The key question is
whether the organisation understands the dependencies and
has realistic alternatives if the availability of those capabilities

changes.

Recent public examples point in the same direction. Anthropic
has reported a case in which agentic Al capabilities were used
to support a cyber espionage operation against global targets
(Anthropic, 2025). Another attack against an Al-supported cus-
tomer-service workflow at Meta also illustrates that the risk is
not only advanced code exploitation, but the manipulation of
Al-enabled processes that have authority to act (MIT Technol-
ogy Review, 2026). Anthropic’s suspension of access to Fable
5 and Mythos 5 in May 2026 shows that access to advanced

Al can change abruptly for legal, geopolitical or security rea-
sons, making model access a resilience issue for Al-supported
defence (Anthropic, 2026). These cases should not be treated

as exact forecasts for Sweden, but they show why Al security,

18
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The Next Twelve Months

basic cybersecurity and control over critical dependencies in-

creasingly belong together.

Several agencies in other countries are reaching similar con-
clusions. New Zealand's NCSC describes frontier Al as a dual-
use development that can make known vulnerabilities, legacy
systems and weak cyber hygiene more dangerous (NCSC New
Zealand, 2026). Canada's National Cyber Threat Assessment
and the Australian Signals Directorate's annual threat report
both stress that cyber threats are increasingly tied to geopoli-
tics, critical infrastructure and the ability of public and private
actors to work together (Canadian Centre for Cyber Security,

2024; Australian Signals Directorate, 2024).

The potential impact is not one-sided. Defenders will also gain
better tools. Al can support code review, vulnerability analysis,
monitoring, incident response, triage, and education. CISA's Al
roadmap frames Al both as a technology to secure and as a
technology that can strengthen cyber defence when adopted
responsibly (CISA, 2023). A realistic objective for us in Sweden
should be to make defensive adoption faster, safer and more

systematic than the aggressors’ offensive adoption.

19
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Al-driven Cyber Threats

Priorities for Action

The central storyline is simple but not simplistic. Al changes
the pace of cybersecurity, but it also changes how software is
produced, how attacks can be automated, and how Al-pow-
ered processes can be misused. This forces a corresponding
increase in the speed of defence. The most important chal-
lenge is not a single product, platform, or threat actor. The
challenge is that many organisations still operate with process-
es and decision structures designed for a slower-paced envi-
ronment, where we do not have any enemies intentionally try-
ing to destroy our systems. We therefore need a response built
around five connected pillars: speed, basic cybersecurity work,
governance, information sharing and collaboration, and fight-
ing Al with Al

Speed

Speed must become a strategic priority. That means urgency
with discipline, understanding expectations as well as depend-
encies, and not speed for its own sake. Organisations need to
proactively reduce the time between knowing and acting. This
applies to vulnerability management, patching, incident re-

sponse, procurement, decision-making, and communication.

21
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Priorities for Action

The aim is not reckless action, but a better balance between
caution and delay. In an environment where attackers can test,
adapt and scale fast, waiting for perfect information, or the

perfect solution, may itself become a risk.

This means that organisations need to reassess how they weigh
risks, speed, and action. Leaders and decision-makers in board-
rooms should ask which decisions can be made earlier, which
mitigations can be introduced temporarily (before patches be-
come available), and which processes can be simplified without
losing accountability. They should also ask whether responsi-
bility is placed where timely action can be taken, and whether
some decisions need to be delegated, pre-authorised or clari-
fied before an incident occurs. The same discipline is needed
when organisations deploy new Al tools: moving quickly without
guardrails can create new vulnerabilities. The organisations that
are best prepared will be those that can act quickly, learn from

real events, and adjust their course continuously.

Basic cybersecurity work

Faster evolving threats make basic cybersecurity more im-

portant, not less. Multi-factor authentication, sound access

22
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Priorities for Action

control, asset identification, secure configuration, logging,
monitoring, backup, incident response routines and patch
management remain the foundation of resilience (NCSC-SE,
n.d.). These are not new measures, but Al makes the conse-

quences of failing to implement them much more severe.

The practical task is to make basic cybersecurity work more
consistent and more agile, integrated as a part of daily work.
Organisations need to understand their own digital environ-
ment: which services matter most, which systems and sup-
pliers support them, who has access, how vulnerabilities are
handled, and what must continue to work during disruption
or patching, no matter what. Cyber hygiene must be treated
as an operational capability, not as a one-off compliance exer-
cise. Organisations should also work from an “assume breach”
mindset: planning on the basis that attacks will occur, and fo-
cusing on how they will be detected, contained and limited in
impact. Once these basics are in place, organisations should
improve how they sustain them as Al becomes part of daily

operations and security work.

A further practical need is basic education for users and deci-

sion-makers. People do not need to understand every Al tool in

23
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Priorities for Action

detail, but they do need to know that Al agents may be given
access to files, credentials, customer data, systems, and other
sensitive resources. That understanding should become part
of ordinary cybersecurity awareness as Al tools enter daily

work.

Governance

Governance must adapt to a higher-paced threat environment.
Boards, executive teams and public-sector leaders should treat
Al-related cyber risk as part of ordinary organisational risk, not
as a narrow technical issue. The use of Al does not remove re-
sponsibility. The organisation that provides a service remains
responsible for the risks, dependencies, and outcomes con-

nected to that service.

Governance also needs to start with a clear understanding of
what the organisation is expected to deliver. Many organisa-
tions try to protect everything equally, which makes the task
almost impossible. A more realistic approach is to first identify
the organisation's mission, and then what services, information
assets, systems, and suppliers are truly critical for that deliv-

ery. Leaders should know which dependencies could prevent
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Priorities for Action

delivery, which risks are outside the organisation's risk appe-
tite, and where a single supplier or service has become a sin-
gle point of failure. And this regardless of whether it is internal
or external suppliers or services. The same logic applies to Al
adoption: leaders should make sure that new tools do not by-
pass established responsibilities, security checks, or procure-

ment requirements.

The most useful governance questions are practical. What
functions are critical? Which suppliers, systems, and data do
they depend on? How quickly can the organisation make deci-
sions during an incident? Who has the authority to act? How
can Al help, how is Al being used, and how are Al-powered
processes secured? Governance should help organisations
ask the right questions early enough for the answers to matter.
These questions must be asked proactively and routinely, not

later as a reaction to some incident.

Information sharing and collaboration

Faster operations also require faster collaboration. Threat in-
formation, lessons learned and practical insights need to

move more rapidly between public authorities, companies,
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Priorities for Action

researchers, operators of critical infrastructure, and trusted in-
ternational partners. We need well-functioning and well-estab-
lished collaboration mechanisms that can be used in normal

operations, not only during major crises.

Information sharing is not only a technical matter. It depends
on trust, clear roles, and relationships built before incidents
occur. Lightweight crisis management practices should be-
come part of ordinary preparedness. The goal should be that
relevant actors can find one another quickly, understand what
information can be shared, and turn warning signs into practi-

cal action.

Fighting Al with Al

Finally, simply doing the same work faster will not be enough.
Sweden must fight Al with Al and use Al where it gives defend-
ers a clear and governed advantage. Organisations should use
Al to strengthen code review, vulnerability management, moni-
toring, threat analysis, incident triage, decision support, and
training. The objective should be to make Al improve defensive
productivity more than it improves offensive capability. This

should be done with an explicit understanding that every new
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Priorities for Action

Al-powered process may also create new dependencies, data

flows, and attack surfaces.

Al should be used as a productivity tool under clear human and
organisational control, with responsibility remaining with the
people and organisations that decide how it is deployed and
used. Al-powered defence should be tested, governed, and
integrated into existing security work. The organisations that
learn to use Al safely and effectively will be better placed to
manage the faster and more complex cyber environment that

IS now emerging.

Taken together, the five pillars form one response. Faster at-
tacks require faster defence. Faster defence requires strong
basic cybersecurity work, governance that enables action, col-
laboration that moves at operational speed, and the system-
atic use of Al in defence. This is what we should prioritise over
the next twelve months in Sweden. And we should not wait for
perfect conditions or for others to move first. Each of us should
do what we can, individually and together with others, at each

moment in time within the context in which we operate.
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Conclusion

Al-driven cyber threats should be treated as a whole-of-society
challenge. Sweden is not alone in facing them, and no single
actor can solve them. The point of asking what we in Sweden
should do is therefore a question of shared responsibility be-
tween organisations that design, operate, regulate, supply, and

depend on critical digital infrastructure.

The necessary trade-offs should be handled openly. Faster
action reduces exposure, but it must be supported by clear
judgement and accountability. Wider use of Al can strengthen
defence while also creating new dependencies, new informa-

tion flows, and new authority boundaries, which themselves

29



Al-driven Cyber Threats

Conclusion

can be attacked by an enemy. Greater information sharing can
improve collective resilience, provided that sensitive informa-

tion is protected, and trust is maintained.

The practical test for the coming year is whether organisa-
tions can shorten the time between knowing and acting. We
should focus on measures that can be implemented quick-
ly, tested in real operations, and improved over time. That
means prioritising the services and dependencies that mat-
ter most, accepting that not everything can be perfected at
once, and learning fast enough to stay ahead of the threat.

We cannot wait.

This is an interim report. It is deliberately short and high-level,
and it will be followed by a more detailed report later in the
year. The next twelve months should be used to raise the qual-
ity and tempo of defence: stronger cyber hygiene, faster pro-
cesses, more operational information sharing, governance that
asks the right questions, and practical adoption of Al in cyber-
security work. The main conclusion is practical: the key advan-
tage will belong to organisations that can turn knowledge into
action faster, with clear responsibility, trusted collaboration,

and disciplined use of Al.
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Appendix

Methodology

This interim report follows a rapid but traceable methodology.
It does not aim to develop an entirely new theory of Al-driven

cyber threats. Instead, it starts from already published interna-
tional reports and tests how much agreement exists around

their most relevant claims.

The process began with a review of international literature from
government agencies, Al security institutes, standards bodies,

cybersecurity organisations, and frontier Al labs. Statements
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were distilled from those sources and grouped into four areas:
problem description, current situation, forecast, and recom-
mendations. The purpose was to identify what the literature
broadly appears to agree on, where uncertainty remains and
which conclusions are relevant for us in Sweden in a twelve-

month horizon.

The distilled statements were assessed through an expert
survey using the response categories Agree, Disagree and
Abstain, with free-text comments for each segment. The re-
sponses were summarised and classified on a consensus basis.
High-consensus findings could be used as the group's own po-
sition. Lower-consensus findings were treated more cautiously

and, where relevant, attributed to the underlying literature.

The working group was used to test whether the problem de-
scription was reasonable, whether important aspects were
missing, whether the forecast was well calibrated, and wheth-
er the proposed directions were feasible within the coming
twelve months. The final report presents a concise synthesis
of the areas where the group found sufficient agreement for

an interim report.
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